Acceptable Use Policy
Effective Date: 10/29/2025
Applies To: All users of software provided by Kingfield Software (“Company”).
1) Purpose & Scope
This Acceptable Use Policy (“Policy”) governs your access to and use of any Kingfield Software applications, related APIs, and any underlying infrastructure (including our cloud environment). By using the Service, you agree to comply with this Policy and all applicable laws and regulations. This Policy applies to all users, accounts, data, and integrations associated with the Service.
2) Account & Security Responsibilities
Accurate information:Provide true, complete, and current registration details.
Access control:Keep credentials (passwords, API keys, access tokens, MFA codes) confidential. You are responsible for all activities under your account.
Multi-factor authentication (MFA):Where available, you must enable MFA.
Security best practices:Install updates promptly, use supported browsers/clients, and maintain reasonable endpoint security.
Incident reporting:Notify Company immediately atinfo@kingfieldsoftware.comif you suspect unauthorized access, account compromise, or data exposure.
3) Prohibited Uses
You may not use the Service to:
Break the law or infringe rightsViolate any applicable law or regulation (including export controls, privacy, IP, and data-protection laws).Infringe, misappropriate, or violate intellectual-property or privacy rights.
Threaten security or integrityProbe, scan, or test the vulnerability of the Service, underlying network, or any AWS component without written authorization.Bypass, disable, or interfere with security or access-control mechanisms.Distribute malware, ransomware, spyware, or other harmful code.
Abuse resources or disrupt operationsLaunch denial-of-service (DoS/DDoS) attacks; overload or materially degrade the Service or its AWS resources.Use automated means (bots, scrapers, crawlers) that exceed reasonable request rates or violate our robots or API usage guidelines.Spin up or route unrelated workloads via the Service or attempt crypto-mining.
Transmit harmful or unlawful contentPost or transmit content that is illegal, defamatory, harassing, threatening, hateful, discriminatory, sexually explicit involving minors, or otherwise objectionable.Share content that contains personal data or sensitive information without proper authorization and lawful basis.
Misrepresent or misuse the ServiceImpersonate any person or entity, or falsely state or misrepresent your affiliation.Use the Service to create or distribute spam, unsolicited or bulk messages, or deceptive/affiliate traffic.
Violate third-party termsUse the Service in a way that causes Company to violate its agreements with service providers (including AWS), data providers, or licensors.
4) Data Protection & Privacy
Your data responsibilities:Only upload, process, or share data you have the lawful right to use. Classify and minimize personal data; avoid uploading special categories of data unless explicitly permitted by agreement.
Sensitive data:Unless expressly covered by a separate agreement (e.g., BAA, data-processing addendum), do not submit regulated data such as PHI, PCI card data, or government-classified data.
Regionality:Do not force data residency or cross-border transfers that conflict with our documented data-handling practices or your agreements with us.
5) API & Integration Terms (if applicable)
Keys & rate limits:Keep API keys confidential. Respect published rate limits and fair-use thresholds.
Output handling:Do not cache, redistribute, or resell API outputs except as allowed by your agreement and applicable law.
Attribution & restrictions:Follow any attribution, branding, and third-party data-source restrictions we provide.
6) Monitoring & Enforcement
Monitoring:Company may monitor use of the Service (e.g., logs, metrics) to maintain performance and security, and to verify compliance with this Policy.
Investigation:Company may investigate any suspected violation. You must reasonably cooperate.
Remedies:Company may remove or disable content, throttle or block traffic, suspend or terminate accounts, and report unlawful activity to authorities, in its reasonable discretion.
Costs:You are responsible for any costs, damages, or liabilities resulting from your violations (including harm to the Service, AWS environment, or third parties).
7) Reporting Violations & Security Issues
Report suspected violations, security incidents, or abuse to:
Email:info@kingfieldsoftware.com
Details to include:account ID, timestamps (with timezone), source IPs, relevant request IDs or log excerpts, and a description of the behavior.
8) Uptime, Support & Changes to the Service
Support:See our Support Policy atkingfieldsoftware.com/supportfor support hours and channels.
Changes:Company may modify or discontinue features to improve security, performance, or compliance. Material changes will be communicated in the application where practicable.
9) Suspension & Termination
Company may suspend or terminate access immediately if: (a) you breach this Policy or applicable agreements; (b) your use creates a security risk or operational burden; or (c) required by law or service-provider terms (including AWS). Upon termination, your right to access the Service ceases, and we may delete or disable access to your content per our data-retention policy and applicable law.
10) No High-Risk Use
The Service is not designed for, and you must not use it in,high-risk environments(e.g., life support, critical infrastructure, emergency services, or safety-critical systems) where failure could lead to injury, death, or severe environmental or property damage, unless expressly permitted by a written agreement.
11) Export Controls & Sanctions
You must comply with applicable export, re-export, and sanctions laws. You may not use the Service if you are located in, or are a national of, a country or region subject to comprehensive sanctions, or are on a restricted-party list.
12) Third-Party Services
Where the Service integrates with third-party services (including AWS), you must comply with those services’ terms and use them only as permitted. Company is not responsible for third-party services it does not control.
13) Policy Changes
We may update this Policy from time to time. The “Effective Date” above reflects the latest update. Continued use of the Service after changes become effective constitutes acceptance of the updated Policy.
14. Contact
Charles Weed
Email: info@kingfieldsoftware.com
Phone: (651) 398-7580
